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ORIGINAL 

On behalf of David English dba Mobile Communication Services and in accord with 
Section 64.2009(e), we hereby submit their 2012 Annual Customer Proprietary Network 
Information ( CPNI) Certification and associated documents. 

If there is any question regarding this filing, please contact undersigned counsel. 

RHS:tg 



Annual47 C.F.R. § 64.2009(e) CPNI Certification 
EB Docket 06-36 

Annual64.2009(e) CPNI Certification for 2012 

Date Completed: February 20,2013 

Name of licensee: David English dba Mobile Communication Services 

Licensee's FRN: 0005845748 

Name of signatory: David English 

Title of signatory: Owner 

I, David English, certify that I am the owner of the licensee above, and acting as an agent 
of the licensee, that I have personal knowledge that the licensee has established operating 
procedures that are adequate to ensure compliance with the Commission's CPNI rules. See 47 
C.F.R.§ 64.2001 et seq. See, also, CC Docket No. 96-155 and WC Docket No. 04-36 and Public 
Notice, DA 13-61 (published January 16, 2013), Enforcement Advisory No. 2013-02. 

Attached to this certification is an accompanying statement explaining the licensee's 
procedures to ensure that the licensee is in compliance with the requirements set forth in section 
64.2001 et seq. of the Commission's rules. 

The Licensee has not taken any actions (proceedings instituted or petitions filed by a 
licensee at either state commissions, the court system, or at the Commission) against data 
brokers in the past year. At this time, the Licensee does not have any information to report with 
respect to the processes pretexters are using to attempt to access CPNI. 

The Licensee did not receive any customer complaint in the past year concerning the 
unauthorized release of CPNI 

The Licensee represents and warrants that the above certification is consistent with 47 
C.F.R. § 1.17, and acknowledges that false statements to the Commission are punishable under 
Title 18 of the U.S. Code. 



DAVE ENGLISH DBA MOBILE COMMUNICATIONS SERVICES 
POLICIES FOR USE OF CPNI 

The following policies are hereby established for the use of Customer Proprietary 
Network Information (CPNI) in accord with the rules of the Federal Communications 
Commission (FCC). All employees, agents, affiliates and subcontractors are bound 
by these policies regarding the use and protection of customers' CPNI. Violations 
of these policies will cause the violator to be subjected to disciplinary or remedial 
action at the discretion of management. 

It is important to realize that these policies have been created in compliance with 
FEDERAL LAW, specifically Title 47 of the United States Code of Federal 
Regulations, Sections 64.2001-9. These laws were created to protect our 
customers and our required protection will be deemed a priority for all purposes. 
Therefore, you must take seriously your obligation to comply with each of the 
following policies, in compliance with Section 222 of the Communications Act. 

READ CAREFULLY 

1. A customer's CPNI may be employed internally for the purpose of offering our 
existing customers additional services that we provide to the marketplace. 
Those services must, however, be offered by us and not affiliated companies, 
unless such use is approved by management to determine whether CPNI use 
is in accord with FCC guidelines. 

2. Customer approval is required for use of that customer's CPNI if we are 
offering a different category of service from the one that the customer is 
presently receiving. However, one can offer Customer Premises Equipment 
(mobiles, consoles, portables) to deliver existing services that we are 
providing that customer, using that customer's CPNI. 

3. Under no circumstances will anyone track a customer's use of its CPNI to 
determine whether that customer is contacting any competing provider of our 
services. 

4. A Customer's CPNI can be used to protect that customer's safety of life or 
property; to offer adjunct-to-basic services (e.g. call forwarding); or to 
participate in research regarding the health effects related to the use of 
company-provided equipment. 

5. When a customer's approval to employ its CPNI is required, the request 
should normally be made in writing to be signed by the customer, however, 



oral approval is permitted but will require the recipient of that approval to 
make specific record of that approval including the date, time and identity of 
the customer representative who provides such approval. All such records 
must be filed within our records and be maintained for a period of not less 
than one year. 

6. Any customer may revoke or limit its approval to our use of its CPNI. If this 
occurs, the incident should be recorded and that record made a portion of our 
files. 

7. Opt-in or Opt-out policies that allow customers to choose to have products 
and services marketed to them by employment of their CPNI may be used by 
the company at some future date. Such policies are not presently used. If 
used, employees shall strictly adhere to all limitations and directions given for 
such policies. 

8. In the event that the company markets its products and services in 
cooperation with a joint venturer or contractor, all such marketing using 
customers CPNI will not commence until that joint venturer or contractor 
agrees, in writing, to be bound to fulfill those obligations mandated under 47 
C.F.R. §64.2007. 

9. Prior to solicitation for customer approval to use their CPNI when such prior 
approval is required, the company will provide written notification to each such 
customer that explains that the customer is not required to give such approval 
and records of such notification will be maintained for at least one year. All 
such notifications must be approved by management to determine that the 
notification complies with 47 C.F.R. §64.2008. 

10. These policies will be made available to all employees and fully explained to 
each employee to assure that they understand the nature of CPNI and 
customers' rights granted by the FCC. Any employee that does not 
understand these policies or requires further explanation of these policies will 
immediately contact their supervisor prior to taking any action which might 
violate these policies. 

11. Any use of CPNI as a portion of a marketing campaign will be fully recorded 
and the documents recording each event, including the specific use, the 
services offered, whether the services are offered by the company or an 
affiliate, and all other relevant details of such use. Those records must be 
maintained by the company for no less than one year and will contain all 
information required under 47 C.F.R. §64.2009(c}. 



12. In the event of any complaint from a customer regarding use of its CPNI 
which the customer deems improper, the employee that responds to that 
complaint shall make a record of that complaint, including the means 
employed of addressing the customer's concern, and that record will be 
maintained in the company's files for at least one year. In the event that the 
problem arises due to circumstances associated with an Opt-out program that 
are not mere anomalies, management shall make notification to the FCC 
regarding such problems within five days of the customer(s) reporting of such 
problems, in accord with 47 C.F.R. §64.2009. 

The above policies shall be monitored for compliance by company management, 
including periodic overview of customer records to assure that all necessary 
notifications and other relevant records are being maintained. A copy of this policy 
statement shall be distributed to each of the company's employees and any 
questions arising out offuture compliance with these policies shall be communicated 
to management. In the event that any confusion arises regarding the applicability 
or interpretation of any of the above policies, employees shall first communicate 
such instance to management for the purpose of future handling and will not, until 
receiving further direction from management, disclose or use any customer's CPNI. 

As an extra precaution, all persons covered by these policies should contact 
management for further directions and instructions in the event of the following: 

A. There is some question as to whether a customer representative has the 
authority to grant permission to use that customer's CPNI in cases where 
permission is required. 

B. Prior to commencing any marketing or sales campaign employing CPNI. 

C. Prior to commencing any marketing or sales campaign with any affiliated 
company employing either our company's gathered CPNI or the affiliated 
company's gathered CPNI. 

D. Prior to any action taken pursuant to any future opt-in or opt-out policy being 
implemented. 

E. In response to any request made by any law enforcement agency requesting 
CPNI as a portion of the investigation. 

As further assistance to our employees, a copy of the applicable FCC rules 
has been attached hereto for reference 



-Federal Communications Commission 

telephone exchange service or ex­
change access. Such term does not m­
clude a person msofar as such person IS 
engaged in the provision of a commer­
Clal mobile servlCe under sect10n 332tcJ. 
except to the extent that the Commis­
swn fmds that such servlCe should be 
mcluded in the defmitlOn of that term 

[64 FR 44425. Aug. 16. 1999] 

~ 64.1903 Obligations of all incumbent 
independent local exchange car· 
riers. 

ta) Except as provided m paragraph 
tcl of this section. an mcumbent mde­
pendent LEC prov-Idmg m-regwn. mter­
state. interexchange servlCes or m-re­
gion International interexchange serv­
ices shall provide such services through 
an affiliate that satisfies the followmg 
reqmrements: 

(1 l The affiliate shall mamtam sepa­
rate books of account from its affili­
ated exchange compames. N othmg m 
this section requires the affi!Ia te to 
mamtarn separate books of account 
that comply with Part 32 of this title. 

(2) The affiliate shall not )omtly own 
transmisswn or switchmg facilities 
With its affiliated exchange compames. 
Nothmg m this sectwn prohibits an af­
filiate from shanng pers01mel or other 
resources or assets with an affilw.ted 
exchange compan:;-: and 

(3\ The affiliate shall acqmre a:1y 
services from its affiliated exchange 
compames for which the affiliated ex­
change compames are required to file a 
tanff at tanffed rates. terms. and con­
ditions. Nothmg m th1s section shall 
prohibit the affiliate from acqmrmg 
any unbundled network elements or ex­
change services for the provislOn of a 
telecommunications sernce from Its 
affiliated exchange compames. subJect 
to the same terms and conditwns as 
provided m an agreement approved 
under section 252 of the Commumca­
twns Act of 193~. as amended. 

(b) Except as provided m paragraph 
(bl(l) of this sectwn. the affiliate re­
qmred m paragraph 1 a\ of this section 
shall be a separate legal entity from 1ts 
affiliated exchange compames. The af­
filiate may b<> ~taffed by personnel of 
Its affiliatE <1-- ·:-xchange compames. 
housed m exiscmg offices of 1ts affili­
ated exchange compames. and use Its 
affiliated exchan[!e compar.1es · mar-

§64.2003 

ketmg and other services. subJect to 
paragraph laH3\ of this section. 

(1) For an mcumbent mdenendent 
LEC that provides m-repon. mterstate 
domestiC Interexchange sernces or m­
region mternat10nal interexchange 
ser-vices usmg no mterexchange switch­
mg or transmission facilities or capa­
bilitY of the LEC's own (I.e.. "mde­
pendent LEC reseller.") the affiliate re­
qmred m paragraph 1a1 of this sectwn 
may be a separate corporate dn·Ision of 
such mcumbent mdependent LEC All 
other pronswns of thls Subpart appli­
cable to an mdependent :WEC affiliate 
shall contmue to apply. as applicable. 
to such separate corporate diVISIOn. 

(2\ [Reserved] 
(CJ Jill mcumbent mdependent LEC 

that IS providmg m-regwn. mterstate. 
domestic mterexchange services or m­
reglon mternational mterexchange 
services pnor to April 18. 1997. but IS 
not providmg such services through an 
affillate that satiSfies paragraph Ia) of 
thiE section as of April 18. 1997, shall 
comply With the reqUirements of this 
section no later than August 30. 1999. 

[64 FR 44125. Aug 16. 1999] 

Subpart U-Customer Proprietary 
Network Information 

SOURCE 63 FR 20338 Ap~. 24. 1998. unless 
otherw1se noted 

~ 64..2001 Basis and purpose. 

lai Basls. The rules m this subpart 
are Issued pursuant to the Communica­
tions Act of 1934. as amended 

Cb 1 Purpose The purpose of the rules 
m this subpart IS to Implement sectwn 
2~2 of the Commun1eatwns Act of 1934. 
as amended. 4'i 'C' .S.C. 222. 

~ 64.2003 Definitions. 

Terms used m this subpart have the 
followmg meanmgs: 

Ia) Af{!llare An affiliate IS an entitY 
that directly or mdirectly owns or con­
trols. I~ owned or controlled Dy. or IS 
und<>_r_ 0<:mmon ownershiP or control 
with. another ent1ty. 

ib' Customer A customer of a tele­
commumcations earner 1s a perso!l or 
entity to which the telecommunJ­
catwns earner IS currently providmg 
serT~r:e. 
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§64.2005 

(c) Customer propnctary network mfor­
matwn (CPNJ). 

(l 1 Customer propnetary network m­
formatwn rCPNI) 1s: 

(1) Informat10n that relates to the 
quant1ty, technical conf1gurat10n. 
type, destmatwn. and amount of use of 
a telecommumcatwns serv1ee sub­
scribed to by any customer of a tele­
commumcatwns earner. and that 1s 
made available to the earner by the 
customer solely by Vlrtue of the cus­
tomer-earner relat10nsh1p: and 

(ii 1 Informat10n con tamed m the bills 
pertammg to telephone exchange serv­
Ice or telephone toll serv1ce receJVed 
by a customer of a earner 

(2) Customer propnetary network in­
formatlOn does not mclude subscnber 
llst mformatwn. 

(d) Customer premises eqwpment rCPEl. 
Customer premises eqmpment rCPEi IS 
equipment employed on the premises of 
a person 1 other than a earner) to ongi­
nate. route. or terminate telecommum­
catwns 

(e) Jn[ormatwn serVJce. lnformat10n 
service IS the offermg of a capabilitY 
for generatmg, acqmrmg. stormg. 
transformmg. processmg, retnevmg. 
utillzmg. or makmg available mforma­
twn via telecommumcatlOns. and m­
cludes electromc publishmg. but does 
not include any use of any such capa­
bility for the management. control. or 
operation of a telecommumcatwns sys­
tem or the management of a tele­
commumcatwns service. 

(f) Local exchange earner (LEC). A 
local exchange carrier (LECl IS any 
person that IS engaged m the proV1s10n 
of telephone exchange service or ex­
change access. For purposes of this 
subpart. such term does not mclude a 
person Insofar as such person IS en­
gaged m the proviswn of commercial 
mobile service under 47D.S.C. 3321c;. 

(g) Suoscnber ltst mjormatw11 (SLJ;. 
Subscriber llst mformat10n (SLII IS 
any mformatwn: 

(1 l Identifymg the listed names of 
subscribers of a earner and such sub­
scribers· telephone numbers. addresses. 
or pnmary advertismg classificatwns 
(as such classlflCatwns are ass15!'ned at 
the t1me of the establlshmenro···e:·:· such 
service). or any combmatwn of such 
listed names. numbers addresses. or 
classificatlOns. and 

47 CFR Ch. I (lQ-1-Ql Edition). 

(2) That the earner or an affiliate has 
published, caused to be published. or 
accepted for pubhca.t10n m any direc­
tory format. 

(hi Telecommumcatwns earner. A tele­
commumcatwns earner IS any provider 
of telecommumcations serviCes. except 
that such term does not include 
a.ggregators of telecommumcatwns 
serviCes tas defmed m 47 U.S.C. 
2261 a)!2)l. 

§ 64.2005 Use of customer proprietary 
network information without cus· 
tomer approval. 

Ia) Any telecommunications earner 
may use. disclose. or permit access to 
CPNI for the purpose of providing or 
marketmg serviCe offermgs among the 
categones of serVIce (i.e., local. mter­
exchange, and CMRSl already sub­
scnbed to by the customer from the 
same earner, without customer ap­
proval. 

(l) If a telecommumcatwns earner 
provides different categones of serviCe, 
and a customer subscribes to more 
than one category of servwe offered by 
the earner. the earner is permitted to 
share CPNI among the earner's affili­
ated entitles that provide a service of­
fermg to the customer. 

(21 If a telecommumcatwns earner 
prondes different categones of serv:tce. 
but a customer does not subscribe to 
more than one offermg by the earner. 
the earner 1s not permitted to share 
CPNI among the carner·s affiliated en­
titles. 

(bJ A telecommumcatwns earner 
may not use. disclose. or permit access 
to CPJ\'I to market to a customer serv­
Ice offenngs that are w:tthm a category 
of senr10e to which the customer does 
not already subscribe to from that ear­
ner. unless the earner has customer 
approval to do so. except as described 
m paragraph 1 cJ of this section. 

Cl1 A wireless provider may use. dis­
close. or permit access to CPNI cienved 
from its prov:tsion of CMRS. without 
customer approval. for the provision of 
CPE and mformatwn ·service(SJ. A 
Wirelme earner may use. disclose or 
permit access to CPNI denved from Its 
provision of local exchange service or 
mterexchange service. without cus­
tome; appro\·al. for the pro\'lsJOn of 
CPE a....'ld call answenng. voice mail or 
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Federal Communications Commission 

messagmg, voice storage and retrieval 
services, fax store and forward. and 
protocol converswns. 

12) A telecommumcat1ons carrier 
may not use. disclose or permit access 
to CPNI to Identify or track customers 
that call competing servwe providers. 
For example. a local exchange earner 
may not use local service CPNI to 
track all customers that call local 
service competitors. 

IC) A telecommunicatwns earner 
may use. disclose. or permit access to 
CPNI. Without customer approval. as 
described m this paragraph ICl. 

Ill A telecommumcations carrier 
may use, disclose. or permit access to 
CPNI. without customer approval. in 
Its prov1s10n of inside w1nng mstalla­
twn. maintenance. and repair services. 

(21 CMRS providers may use. disclose. 
or permit access to CPNI for the pur­
pose of conducting research on the 
health effects of CMRS. 

131 LECs and CMRS providers may 
use CPNL without customer approval. 
to market services formerly known as 
adJunct-to-basic services. such as. but 
not llmited to. speed d1almg. com­
puter-provided directory asSlstance. 
call momtonng, call tracmg. call 
blockmg. call return. repeat dialing, 
call trackmg, call waitmg, caller I.D .. 
call forwarding. and certam centrex 
features. 

ldl A telecommumcatwns earner 
may use. disclose or permit access to 
CPNI to protect the nghts or property 
of the earner. or to protect users of 
those sernces and other earners from 
fraudulent. abusive. or unlawful use of. 
or subscription to. such services. 

[63 FR 20338. Apr. 24. 1998. as amended at 64 
FR 532.64. Oct. l. 1999] 

~ 64.2007 Notice and approval required 
for use of cust;omer proprietary net· 
work information. 

1al A telecommumcations earner 
must obtam customer approval to use. 
disclose. or permlt access to CPNI to 
market to a customer service to which 
the customer does not already sub­
scribe to from that earner. 

ib 1 A telecommumcatwns earner 
may obtam approval through wntten. 
oral or electromc methods. 

lc\ A telecommunicatiOns earner r\'· 
ly1ng- or; oral approval must bear the 

§64.2007 

burden of demonstratmg that such ap­
proval has been given m compliance 
With the Commisswn s rules m this 
part. 

(d) Approval obtamed by a tele­
commumcations earner for the use of 
CPNI outside of the customer's total 
serYice relatwnshJp with the earner 
must remam m effect until the cus­
tomer revokes or l!mlts such approval. 

le\ A telecommumcatwns earner 
must mamtam records of notificatwn 
and approval. whether oral, written or 
electromc, for at least one year. 

(fl Pnor to any sol!citatwn for cus­
tomer approval. a telecommunicatiOns 
earner must proVIde a one-time notifi­
cation to the customer of the cus­
tomer's nght to restrict us\' of. disclo­
sure of. and access to that customer's 
CPNI. 

(1) A telecommunwations earner 
may provide notificatiOn through oral 
or written methods. 

(2\ Customer notification must pro­
v!de sufficient mformatwn to enable 
the customer to make an mformed de­
Cision as to whether to permit a earner 
to use. disclose or permit access to, the 
customer's CPNI. 

(i} The notification must state that 
the customer has a nght. and the ear­
ner a duty. under federal law. to pro­
tect the confidentiality of CPNI. 

(ii \ The notifJcation must specify the 
types of mformatwn that constitute 
CPNI and the specific entities that will 
receive the CPNI. describe the purposes 
for which CPNI will be used. and m­
forrn the customer of his or her nght 
to disapprove those uses. and deny or 
w1thdraw access to CPNI at any time. 

OilJ The notification must adVIse the 
customer of the precise steps the cus­
tomer must take m order to grant or 
deny access to CPNI. and must clearly 
state that a demal of approval will not 
affect the proYision of any serviCes to 
which the customer subscribes. 

IIV} The notification must be com­
prehensible and not be misleadmg. 

tv) If wntten notification 1s provJde.C.. 
the notice must be clearly legible. use 
sufflCiently large type. and be placed m 
an :lfl'.~.:l so as to be readily apparent to 
a Clibvomer 

tvi} If an:;- portiOn of a notJfwatwn IS 

translated mto another language. then 
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§64.2009 

all port10ns of the notif1eat10n must be 
translated mto that language. 

(Vii) A earner may state m the noti­
flcatlOn that the customer's approval 
to use CPNI may enhance the carner·s 
ability to offer products and serVIces 
tailored to the customer's needs. A ear­
ner also may state m the notlfication 
that it may be compelled to disclose 
CPNI to any person upon affirmative 
wntten request by the cuswmer. 

(Viii) A earner may not mclude m 
the notiflCatwn any statement at­
tempting to encourage a custome:-- to 
freeze third party access to CPNI. 

Ox) The notificatwn must state that 
any approval. or demal of approval for 
the use of CPNI outside of the serVIce 
to which the customer already sub­
scribes to from that earner IS valid 
until the customer affirmat1vely re­
vokes or lim1ts such approval or demal. 

(3) A telecommunlCatwns earner's 
solicitation for approval must be proxl­
mate to the notif1eat10n of a cus­
tomer's CPNI nghts. 

[63 FR 20338. Apr. 24. 1998 as amended at 64 
FR 53264. Oct 1, 1999] 

* 64.2009 Safeguards required for use 
of customer proprietary network 
information. 

(a) TelecommunicatlOns earners 
must Implement a system by wh1ch the 
status of a customer's CPNI approval 
can be clearly established pnor to the 
use of CP:t\"1. 

(b 1 Telecommunicat1ons carriers 
must tram the1r personnel as to when 
they are and are not authonzed to use 
CPNI. and carriers must have an ex­
press diSClplmary process m place. 

(CJ All earners shall mamtain a 
record. electromcally or m some other 
manner. of the1r sales and marketmg 
campa1gns that use CPNI. The record 
must mclude a descnptwn of each 
campa1gn. the specific CPNI that was 
used m the campa1gn. the date and pur­
pose of the campa1gn. and what prod­
ucts or serv1ces were offered as part of 
the campa1gn. Carriers shall retam the 
record for a mmimum of one year 

(di Telecommumcatwns earners 
must establlsh a supenT1sor:r reY1ew 
process regardmg earner compllance 
vnth the rules m th1s subpart for out­
bound marketmg Sltuatwns and roam­
tam records of earner comphance fo:' a 

47 CFR Ch. I (lQ-1-01 Edition) 

mimmum penod of one year. Speclfi­
cally, sales personnel must obtam su­
pervlsory approval of any proposed out­
bound marketmg request. 

(el A telecommumcations carrier 
must have an offlcer. as an agent of the 
earner. sign a compliance certificate 
on an annual bas1s statmg that the of­
fleer has personal knowledge that the 
company has establlshed operatmg pro­
cedures that are adequate to ensure 
comphance with the rules m thls sut­
part. The earner must prov1de a state­
ment accompanying the certificate ex­
plammg how its operatmg procedures 
ensure that it is or IS not in compll­
ance With the rules m th1s subpart. 

[63 FR 20338. Apr. 24. 1998. as amended at 64 
FR 53264. Oct 1. 1999] 

Subpart ¥-Telecommunications 
Carrier Systems Security and 
Integrity Pursuant to the Com­
munications Assistance for 
Law Enforcement Act (CALEA) 

SOURCE' 64 FR 51469, Sept. 23. 1999, unless 
otherw1se noted. 

* 64.2100 Purpose. 
Pursuant to the Commumcatwns As­

sistance for Law Enforcement Act. 
Public Law 103-414, 108 Stat. 4279 (19941 
(codified as amended m sectwns of 18 
U.S.C. and 47 U.S.C.), thiS subpart con­
tams rules that require a telecommuni­
cations earner to ensure that any 
mterception of communications or ac­
cess to call-identifymg mformatwn ef­
fected withm its switchmg premises 
can be activated only m accordance 
with approprlate legal authonzatwn, 
appropnate carrier authonzatwn. and 
with the afflrmative mtervent10n of an 
mdividual officer or employee of the 
earner acting m accordance with regu­
lations prescribed by the CommiSSIOn. 

s 64.2101 Scope. 
The defmitlOns mcluded in th1s sub­

chapter shall be used solely for the pur­
pose of Implementmg CALEA requlre­
ments 

§ 64.2102 Definitia::!i· 
(al Appropnate legal authonzanon. 

The term appropnate legal authonzar;wn 
means 
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